For CEOs: How Safe Is Our Business’s Online Data? The 10 Best
Questions

Highlight

Think an online security breach won’t happen on your watch? Think again and assess your risks
with these 10 questions.

The 10 Best Questions

This is the shorthand version. The experts’ suggested best answers are below.

1. Are we atarget for a data breach event? What kinds of hacks could happen here?

2. What are the consequences if our customers’ sensitive information is compromised?
3. How much important, private, or sensitive do we have?

4. What are we doing to prevent or mitigate hacks and natural disasters?

5. Do we have a detailed, concrete, written plan for the worst case scenario of hackers gaining
access?

6. How quickly do we need to recover lost data? How often does the data change?
7. Should we develop a protocol to handle an after-hours security breach?

8. If we do get hacked, what data of mine are at risk?

9. Do we need cyber risk insurance?

10. How often do we schedule IT assessments or audits by independent, third-party experts?

The Golden Question
The million-dollar question you almost forgot to ask.

Are we ignoring the warning signs of pending data breaches?
The 10 Best Answers
1. Are we a target for a data breach event? What kinds of hacks could happen here?

Almost certainly yes, Feris Rifai, CEO of security outfit Bay Dynamics told the NBC’s Today
Show. Breaches may not be preventable, adds Rifai, but their damage can be minimized.



Bob Gregg, CEO of a data breach prevention firm writes for Forbes that many companies focus
on outside hacking threats, but they should also be alert to less notorious but often deadly
breaches caused by a lost hard drive or laptop. The enemy is within, too. “If you have
employees that use mobile devices, then your risk of breach is very high,” warns Gregg.

2. What are the consequences if our customers’ sensitive information is compromised?

Data breaches are much cheaper to prevent than clean up. After a breach, most companies
funnel significant unbudgeted funds into cleaning up the mess.

The loss of customer goodwill is one of the highest costs of data breach. According to Gregg,
“Sixty-three percent of breach costs are a direct result of lost business. The bottom line is that a
data breach can unravel your business and destroy the very fabric of a hard-built reputation.”

Related: Reputation Management for Businesses: The 10 Best Questions

3. How much important, private, or sensitive data do we have?

The nonprofit Identity Theft Resource Center reports more than 5,000 breaches and 675 million
records have been exposed since 2005. Massive data breaches get the most attention.

Examples include the hacking of 77 million Sony user accounts, Anthem’s 2015 loss of 80
million client names and social security numbers, and the loss of 70 million Target customers’
financial accounts.
But smaller breaches can also be costly, such as lawsuits about patients’ lost medical records or a
disgruntled former employee angry over mishandled internal personnel records on insurance,
medical or banking accounts. What you may dismiss as a minor breach, could matter
tremendously to others.
4. What are we doing to prevent or mitigate hacks and natural disasters?
Proactive strategies include these recommendations from security experts:

e Password protect everything worth stealing

e Practice strong password discipline company-wide, no exceptions

e Archive copies of backup tapes and software to restore operational systems off-site

e Offer advanced training for IT managers

e Educating employees on proper procedures for sophisticated threats

Related: How to Hire the Best IT Specialists: The 10 Best Questions




5. Do we have a detailed, concrete, written plan for the worst case scenario of hackers
gaining access?

The more detailed, the better. Your company’s cybersecurity plan should include procedures for
how and when a breach will be publicized, who will be responsible for overseeing the event, and
what services and/or protections (such as identity theft or credit protection) will be offered to
affected customers and employees.

Once this document is written, don’t throw it into your bottom drawer. Assign the task of
regular, frequent reviews to your top IT. Personally stay in involved.

6. How quickly do we need to recover lost data? How often does the data change?

The frequency of data change helps to determine your backup schedule. Daily changes require
daily backups.

In an article about designing backup strategies, TechNet Magazine advises, “Time is an
important factor in creating a backup plan. For critical systems, you might need to get back
online swiftly. To do this, you might need to alter your backup plan.”

7. Should we develop a protocol to handle an after-hours security breach?

This Best Question was suggested by tech expert David Papp, author of IT Survival Guide:
Conquering Information Technology in Your Organization. This may or may not be relevant for
your company’s business hours, but don’t overlook the potential for natural disasters affecting
your location.

Investigate your need for a Business Continuity Plan, drafted either in-house or by external
consultants. This plan should include the tools and steps your business will need to bounce back
after a cybersecurity breach, a hurricane, and everything in between.

8. If we do get hacked, what data of mine is at risk?

As the CEO, your own accounts and those of your senior staff need special attention.

For example, if you keep your email on company servers a security breach could easily pull in
your Outlook emails, cloud accounts, Dropbox folder, Google calendar, and other innocuous
daily online tools.

Information security expert lan Amit told the Today Show: “The human element is critical in
cyber security. Security teams need to be educating their people on safe practices and testing

their organization for behavioral vulnerabilities.”

Related: Protect Your Personal Information from Online Identity Theft: The 10 Best Questions

9. Do we need cyber risk insurance?



Cyber and data breach insurance is an exploding industry as a hacker counterattack. But Gregg
warns that policies vary widely and coverage may be less than ideal.

He says, “The very insurance policy you purchase may be at odds with your organization’s
culture of protecting customers. There are limitations on serving customers’ needs and
protections from customer lawsuits. None will cover lost business from defecting customers.”

Related: What to Consider When Purchasing Business Insurance: The 10 Best Questions

10. How often do we schedule IT assessments or audits by independent, third-party
experts?

Keep the possibility of a serious breach on your radar. Even if you have a crackerjack internal
IT team, data security requires an objective outsider’s assessment. This process will help you
understand the scope of potential problems, lock down data, and look at regulatory and
compliance requirements.

Gregg recommends, “External experts can inventory all of the private, sensitive information in
your organization and create a breach response plan that will protect you.”

The Golden Question

The million-dollar question you almost forgot to ask.
Are we ignoring the warning signs of pending data breaches?

Gregg believes that businesses and senior managers need to listen to the concerns raised by their
IT personnel, in-house privacy specialists, and security officers.

Target’s handling of its 2014 massive breach illustrates the consequences of not asking this
question. Bloomberg BusinessWeek reports that Target ignored warnings about a possible
intrusion, according to interviews with Target’s own data security operation personnel.

A Target spokesperson said at the time, “We are investigating whether, if different judgments
had been made, the outcome may have been different.”

Related: The 10 Worst Questions You Can Ask About Your Business’s Cybersecurity

QDoc’s Q-Tipsters
Deny digital dangers and be damned. What you don’t ask can hurt you.
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